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Abstract

Cloud computing provides on demand services to its clients. Data storage is among one of the primary services
provided by cloud computing. Cloud service provider hosts the data of data owner on their server and user can
access their data from these servers. As data, owners and servers are different identities, the paradigm of data
storage brings up many security challenges. An independent mechanism is required to make sure that data is
correctly hosted into the cloud storage server. In this paper, we will discussthe different techniquesthat are used
for secure data storage on cloud.
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Introduction

Cloud computing is the combination of many pre- existing technologies that have matured at different rates and
in different contexts. The goal of cloud computing is to allow users to take benefit from all these technologies.
Many organizationsare moving into cloud because it allows the usersto storetheir data on clouds and can access
at anytime from anywhere. Data breaching is possible in cloud environment, since data from various users and
business organizations lie together in cloud. By sending the data to the cloud, the data owners transfer the
control of their data to a third person that may raise security problems. Sometimes the Cloud Service Provider
(CSP) itself will use/corrupt the dataillegally.

Security and privacy stand as major obstacle on cloud computing i.e., preserving confidentiality, integrity and
availability of data. A simple solution is to encrypt the data before uploading it onto the Cloud. This
approach ensures that the data are not visibleto external usersand cloud administratorsbut has the limitation that
plain text-based searching algorithm are not applicable. In this paper, we discuss the security flaws in data
storage and the mechanisms to overcomeit.

l. Cloud Storage

Cloud storage is one of the primary uses of cloud computing. We can define cloud storage as storage of the data
onlineinthe cloud. A cloud storage system is considered as a distributed data center, which typically use cloud-
computing technologies and offers some kind of interface for storing and accessing data. When storing data on
cloud, it appears asif the datais stored in a particular place with specific name.

There arefour main types of cloud storage:

Personal Cloud Storage

It is also known as mobile cloud storage. In thistype storage, individual's data is stored in the cloud, and he/she
may accessthe datafromanywhere.

It is also known as mobile cloud storage. In thistype storage, individual's data is stored in the cloud, and he/she
may accessthe datafromanywhere.

Public Cloud Storage

In Public cloud storage the enterprise and storage service provider are separate and there aren't any cloud
resources stored in the enterprise's data center. The cloud storage provider fully manages the enterprise's public
cloudstorage.

Private Cloud Storage:
In Private Cloud Storage the enterprise and cloud storage provider are integrated in the enterprise's data center.
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In private cloud storage, the storage provider has infrastructure in the enterprise's data center that is typically
managed by the storage provider. Private cloud storage helps resolve the potential for security and performance
concerns while still offering the advantages of cloud storage.

Hybrid Cloud Storage
It isa combination of public and private cloud storage where some critical data resides in the enterprise's private
cloud while other data isstored andaccessiblefromapubliccloudstorageprovider.

Il. Characteristic Of Cloud Computing

There are five characteristics of cloud computing. The first one is on-demand self-service, where a consumer of
services is provided the needed resources without human intervention and interaction with cloud provider. The
second characteristic is broad network access, which means resources can be accessed from anywhere through a
standard mechanism by thin or thick client platforms such mobile phone, laptop, and desktop computer. Resource
pooling is another characteristic, which means the resources are pooled in order for multi- tenants to share the
resources. In the multi-tenant model, resources are assigned dynamically to a consumer and after the consumer
finishesit, it can be assigned to another oneto respondto high resource demand. Even if the resources are assigned
to customersondemand, they do not know thel ocation of these assignedresources.
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Figure. 1: Cloud environment architecture sometimes they know the location at a high-level abstraction, such as
country, state, and data center. Storage, processing, memory, and network are the kind of resources that are
assigned. Rapid elagticity is another characteristic, which means that resources are dynamically increased when
needed and decreased when there is no need. Also, one of characteristics that a consumer needs is measured
servicein order to know how muchisconsumed.

1. Encrypted DataStoragefor Cloud

Since data in the cloud is placed anywhere, it is important that the data be encrypted. We are using secure co-
processor as part of the cloud infrastructure to enable efficient encrypted storage of sensitive data. By
embedding a secure co-processor (SCP) into the cloud infrastructure, the system can handle encrypted data
efficiently. Parts of the proposed instrument (see Figure 2). Basically, SCP is a tamper-resistant hardware
capabl e of limited general-purpose computation. For example, IBM 4758 Cryptographic Coprocessor (IBM) isa
single- board computer consisting of a CPU, memory and special-purpose cryptographic hardware contained in
atamper-resistant shell, certified to level 4 under FIPS PUB 140-1. When installed on the server, it is capable of
performing local computations that are completely hidden from the server. If tampering is detected, then the
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secure co-processor clears the internal memory. Since the secure coprocessor is tamper-resistant, one could be
tempted to run the

entire sensitive data storage server on the secure coprocessor. Pushing the entire data storage functionality into a
secure co-processor is not feasible due to many reasons. First of al, due to the tamper-resistant shell, secure co-
processors have usualy limited memory (only a few megabytes of RAM and a few kilobytes of non-volatile
memory) and computational power (Smith, 1999). Performance will improve over time, but problems such as
heat dissipation/power use (which must be controlled to avoid disclosing processing) will force a gap between
general purposes and secure computing. Another issue is that the software running on the SCP must be totally
trusted and verified. This security requirement implies that the software running on the SCP should be kept as
simple as possible. We can encrypt the sensitive datasetsusing random private keys and to alleviate the risk of key
disclosure, we can use tamper-resistant hardware to store some of the encryption/decryption keys (i.e., a master
key that encrypts al otherkeys).
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Figure 2. Parts of the proposed instrument

IV. SecurityandPrivacylssuesinDataStorage
Cloud Computing allows the users to store their data on the storage location maintained by a third party. Once

the data is uploaded into the cloud the user loses its control over the data and the data can be tampered by the
attackers. The attacker may be an internal (CSP) or external. Unauthorized access is aso a common practice due
to weak access control. The protection of information arises the following challenges:

The security and privacy issues related to data storage are confidentiality, integrity and availability.

Confidentiality

The major dispute in cloud computing is confidentiality. Data confidentiality means accessing the data only by
authorized users and is strongly related to authentication. In another way confidentiality means keeping users
data secret in the cloud systems. As we are storing the data on a remote server and transferring the control over
the datato the provider here arises the questions such as:

For ensuring confidentiality, cryptographic encryption algorithms and strong authentication mechanisms can be
used. Encryption is the process of converting the data into a form called cipher text that can be understood only
by the authorized users. Encryption is an efficient technique for protecting the data but have the obstacle that
data will be lost once the encryption key is stedled. agorithms. Blowfish is a fat and simple encryption
algorithm.
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Figure 3. Symmetric encryption

Theaboveencryption techniqueshavethelimitation that for searching the data from the file, the entire file has to
be decrypted. It is a time-consuming process and thus searchable encryption was introduced. Searchable
encryption allows build an index for the file containing the keywords and is encrypted and stored along with the

file, so that while searching the data only the keywords are decrypted rather than the entire file and search is
made on it.
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Figure 4. Asymmetric encryption
A. Integrity
Another seriousproblemfaced by cloud computingis integrity. Integrity of data means to make sure that the data
has not been changed by an unauthorized person or in an unauthorized way. It is a method for ensuring that the
datais real, accurate and safeguarded from unauthorized users. As cloud computing supports resource sharing,
thereis a possibility of data being corrupted by unauthorized users. Digital Signatures can be used for preserving
the integrity of data. The simple way for providing integrity is using Message Authentication Code (MAC).
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Figure 5. Remote auditing mechanism
B. Availability
Availability referstobeingavail ableand accessibleto authorized users on demand. The aim of availability incloud
computing systemsistoensurethatitsusers can use them at any place and at any time.
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Conclusion

Cloud computing enables usersto store their datain remote storage location. But data security is the mgjor
threat in cloud computing. Due to this many organizations are not willing to move into cloud environment. To
overcome this, confidentiality, integrity, availability should be encapsulated in a CSP’s Service- Level
Agreement (SLA) to its customers. Otherwise ensure that any sensitive information is not put into a public
cloud and if any it isto be stored in encrypted form. Effective auditing mechanismsal so can beusedfor providing
dataintegrity.
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